AKAMAI WEB SECURITY SOLUTIONS: PRODUCT BRIEF

Prolexic Application-Based Monitoring
Application-layer monitoring for early detection and notification of potential DDoS attacks

Organizations increasingly interact with customers, employees, and partners through a myriad of web
and IP-based applications. Disruptions to these applications can have a serious impact on the bottom line,
making them attractive targets for attackers. Whether planning for the inevitable or actively mitigating
an attack, organizations need fast, simple, and effective protection from the broadest range of DDoS
attacks in order to defend their online presence, maintain employee productivity, and safeguard their
infrastructure.
Some of the biggest brands in the world, many of which are targeted for attack on a regular basis,
trust Akamai’s Web Security solutions to protect their online presence.
Akamai’s Prolexic Application-Based Monitoring provides early detection and notification of
application-layer DDoS attacks by monitoring web traffic entering the data center. With Prolexic

BENEFIT TO YOUR BUSINESS
• Reduce downtime and business risk
with early detection and notification
of application-layer DDoS attacks

Application-Based Monitoring, organizations can rely on Akamai’s 24x7 Security Operations Center
(SOC) to detect anomalies, perform impact analyses, and proactively notify your staff of a potential
DDoS attack.

How it Works
Prolexic Application-Based Monitoring employs customer-premises equipment (CPE) to passively monitor web traffic entering the data center. It correlates
millions of data points per second across 25 unique dimensions, helping Akamai SOC staff gain immediate insight into the conversation taking place
between the client and server at the application level. With this insight, SOC staff can identify and analyze malicious Layer 7 traffic easier and faster than
before to proactively notify your staff of a potential DDoS attack.
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Prolexic Application-Based Monitoring
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In-depth analytic approach: Prolexic Application-Based Monitoring
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SSL traffic analysis: An optional add-on FIPS-140-2 Level 2 Hardware
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Akamai® is a leading provider of cloud services for delivering, optimizing and securing online content and business applications. At the core of the company’s solutions is the
Akamai Intelligent Platform™ providing extensive reach, coupled with unmatched reliability, security, visibility and expertise. Akamai removes the complexities of connecting the
increasingly mobile world, supporting 24/7 consumer demand, and enabling enterprises to securely leverage the cloud. To learn more about how Akamai is accelerating the pace
of innovation in a hyperconnected world, please visit www.akamai.com or blogs.akamai.com, and follow @Akamai on Twitter.

Akamai is headquartered in Cambridge, Massachusetts in the United States with operations in more than 40 offices around the world. Our services and renowned customer care
enable businesses to provide an unparalleled Internet experience for their customers worldwide. Addresses, phone numbers and contact information for all locations are listed on
www.akamai.com/locations.
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